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1 Reveille for IBM® CMOD Technical Overview

Reveille integrates with IBM® CMOD Multiplatforms v9.5 and above to provide a real-time dashboard that
actively displays the health of the CMOD user experience and application processes. Reveille for IBM
CMOD Multiplatforms monitors each key component to proactively diagnose and optionally repair the
cause of a problem. This continuous monitoring leads to an excellent end-user experience and a
smoother operation of the business process supported by the CMOD Multiplatforms implementation.
Reveille supports on-premises and cloud operating IBM CMOD Multiplatforms environments. The Reveille
platform offers Al machine learning (ML) algorithms to predict dynamic thresholds for reduced alerts from
workload variations. The Reveille platform supports the model context protocol (MCP) for communication

with Al assistants and Al agents.

As the only agentless monitoring system to integrate with CMOD Multiplatforms, Reveille for IBM CMOD
Multiplatforms comes pre-configured with more than 50 CMOD Multiplatforms-specific tests and over 80
CMOD metrics. These delivered tests are “application—aware,” meaning they are aimed at areas of
CMOD Multiplatforms known to need application monitoring and are designed to aid in the building of
monitors for CMOD Multiplatforms. Reveille for IBM CMOD Multiplatforms creates monitor probes using a

templated approach to build a working CMOD Multiplatforms monitor in very short order.

The information that follows provides further detail for each these test

Connectivity categories. As with all “tests” in Reveille for IBM CMOD Multiplatforms,

the tests may be combined with other tests and resources to build

comprehensive monitoring schemes for the most demanding CMOD

Client Access Multiplatforms implementations.

Reveille for IBM CMOD Multiplatforms not only observes the CMOD
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[ ] Multiplatforms environment, but also can be expanded to manage the
[Revoille] {Metrlcs } extended business application built around the CMOD Multiplatforms

| |

| |

| |
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implementation. This includes the ability to monitor partner REST,

Database ) o - )
ODWEK, or web service applications, and the ability to monitor
Performance business application interfaces. Where CMOD Multiplatforms is
integrated to business applications via direct database interaction,
TSM

loosely coupled file movement, or REST endpoints and web services,

Application S ecunty] Reveille provides a complete service level view of the entire business

process. Reveille for IBM CMOD Multiplatforms also includes a full
Figure 1: 1BM ISII\:SE::’-W ultiplatforms suite of infrastructure wizards to rapidly create application monitors for

key integration points and application dependencies.
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2 The IBM CMOD Multiplatforms Test Suite

Connectivity

e Check connectivity of CMOD Library Server

e  Check connectivity of CMOD Object Server

e Check connectivity of CMOD Database Server

e Check connectivity of CMOD ODWEK WAS Server
Platform

e Check CMOD Services

e Check CMOD Server Status

e Check CMOD Server Process Status

e Check CMOD FTI Java Process Status

e Check CMOD Object Server Free Disk Space

e Check CMOD Storage Node arscache1

e Check CMOD Severity 1 Alert

e Check CMOD ODWEK WAS Heap Memory

e Check CMOD ODWEK WAS Thread Count

e Check CMOD ODWEK WAS Session Count

Database

e Check CMOD DB2 Database Services

é--gg Performance
. =) Check ODWEK Login

«  Check CMOD DB2 Database (3 Check ODWEK Open Folder
@ Ched: ODWEEK, Search Folder

[ Check CMOD System LOg @ Ched: ODWEK, Retrieve Document
{7} Check ODWEK Logoff

« Check CMOD Database Alerts =-Bg Platform

{3 Check CMOD Services

-.{=) Check CMOD Server Status

=) Check CMOD Server Process Status

@ Check CMOD Object Server Free Disk Space
@ Check CMOD Storage Mode arscachel
@ Ched: CMOD ODWEK WAS Heap Memaory
@ Check CMOD ODWEK WAS Thread Count
@ Check CMOD ODWEK WAS Session Count

Figure 2: IBM CMOD Multiplatforms Monitor Tests
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Performance

e Check ODWEK Login

e Check ODWEK Open Folder

e Check ODWEK Search Folder

o Check ODWEK Retrieve Document

e Check ODWEK Logoff

e Check IBM Content Navigator Login

e Check IBM Content Navigator Search Folder

e Check IBM Content Navigator Retrieve Document
e Check IBM Content Navigator Logoff

Metrics

e Check CMOD Text Server Document Processing

e Check CMOD Text Server Documents or Batches Waiting
e Check CMOD Library Server User Activity

e Check CMOD Library Server Cache Activity

e Check CMOD Obiject Server Free Disk Space

e Check CMOD Failed User Logins

e Check CMOD Application Group Query Response Time
e Check CMOD Report Load Activity

e Check CMOD Resource Retrieval Response Time

e Check CMOD Document Retrieval Response Time

e Check CMOD Failed Loads

o Check CMOD Storage Object Create Time

e Check CMOD FTI Queue Count

e Check CMOD FTI Queue Age
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o Check TSM Alert Status

e Check TSM Database

e Check TSM File Space

e Check TSM Unavailable Volumes
e Check TSM Error Volumes

e Check TSM Scratch Volumes

e Check TSM Storage Pool

e Check TSM Migration Activity

e Check TSM Activity

e Check TSM Node Space and Files
e Check TSM Node Performance

CMOD REST

e Ping CMOD REST- No Signature
e Ping CMOD REST- Signature
e List Folder Details

e Add Document

e Search Folder

e Search Folder with SQL Query
e Retrieve Document

e Update Document

e Delete Document

e Check Transforms

e Check Application Groups

Client Access

e Check CMOD IBM Content Navigator Login

e Check CMOD ODWEK Login
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2.1 IBM CMOD Multiplatforms Dashboard Metrics

The dashboard metric capabilities expand Reveille’s agentless application monitoring into measurement
of ECM operational key performance indicators (KPI's). Reveille monitors can gather CMOD
Multiplatforms KPI’s for display and reporting in CMOD Multiplatforms dashboards. The dashboard
functionality includes the ability to track site and server exception thresholds exposing high risk areas
such as service delivery attainment, operational efficiency, and compliance issues with CMOD
Multiplatforms. Additional metrics can be defined and added based on customer requirements. For
companies with business-critical content management applications, example dashboard metric
capabilities include:

e Tracking of CMOD Multiplatforms Text Server Processing

e Tracking of CMOD Multiplatforms Library Server Performance

e Tracking of CMOD TSM activity

e Tracking of CMOD Multiplatforms Processing Exceptions

e Tracking of CMOD Multiplatforms Library Server User Activity

e Tracking of CMOD Multiplatforms Library Server Cache Activity

e Tracking of CMOD Multiplatforms REST App Server Performance

e Tracking of CMOD Multiplatforms ODWEK App Server Performance

4] Metric Manager = m] X

Use Metric Manager to manage Scorecard Metrics. You can define and edit metric definitions and evaluations.

NELe X2
‘ Name (398) Enabled Date Modified Description o}
|44 1BM.CMOD. Cache Yes 8/7/2018 1:00:54PM CMOD Cache Count
20 1BM.CMOD. CacheRetrievals Yes 8/7/2018 1:00:00 PM CMOD Cache Retrievals Count
(44 1BM.CMOD. CacheStores Yes 8/7/2018 1:00:27 PM CMOD Cache Stores Count
(#4]18M.CMOD. Logins Yes 8/7/2018 12:58:12PM CMOD Logins Count
\#4]18M.CMOD. ODWEK. Login Yes 8/7/2018 1:03:41PM CMOD ODWEK Login Response Time in Seconds
| (#4]18M.CMOD. ODWEK. Logoff Yes 8/7/2018 1:05:40 PM CMOD ODWEK Logoff Response Time in Seconds
154 1BM.CMOD. ODWEK. OpenFolder Yes 8/7/2018 1:04:06 PM CMOD ODWEK Open Folder Response Time in Seconds
(4] 18M.CMOD. ODWEK. RetrieveDocument Yes 8/7/2018 1:05:11PM CMOD ODWEK Retrieve Document Response Time in Seconds
| \#4]18M.CMOD. ODWEK. Search Yes 8/7/2018 1:04:40 PM CMOD ODWEK Search Response Time in Seconds
(44 1BM.CMOD. Queries Yes 8/7/2018 12:58:39 PM CMOD Queries Count
2 IBM.CMOD. QueryHits Yes 8/7/2018 1:10:04PM CMOD Query Hits Count
241 18M.CMOD . Retrievals Yes 8/7/2018 12:59:35PM CMOD Retrievals Count
#4]18M.CMOD. TextSearch.Batchesinprogress Yes 8/7/2018 12:54:51PM ECMTS Documents Batches in Progress Count v
Evaluations

Schedule Failure Status Description

« Percent Change in Value: 10 in Previous 60 Minutes

Warning

« Error Message: Metric <%=MetricName %> failed with a value of <%=MetricValue%>

Figure 3: IBM CMOD Multiplatforms Dashboard Metric Manager
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2.2 IBM CMOD Multiplatforms Dashboard Metrics
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Figure 4: IBM CMOD Multiplatforms Dashboard Metrics

Dashboard metrics view can be created for multiple metric combinations. The above example dashboard
view shows CMOD Multiplatforms Query trends for different CMOD Multiplatforms servers. This
information is helpful for understanding CMOD Multiplatforms Query Activity. Reveille can also evaluate

any of the IBM Listener counters available from IBM CMOD as shown below.
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I IBM@ FileNet® P8 Wizard - O x
[( 7. Metrics
Select what to test:
Check IBM Listener Counters v
Listener Host Name:
|cmodserver: 32774| |
Path to Java runtime:
|iava‘exe |
Refresh Select All SelectNone : Filter by
Listener Counters:
Property Value Test Test Value Metric -
|:| IBM Content Manager OnDemand\User\cache retrie... 106005 = 106005
I:l IBM Content Manager OnDemand\User \cache retrie... 10216651334 = 10216651334
] 18M Content Manager OnDemand\User\cache \stores 130886 = 130886
[] 18M Content Manager OnDemand{User\cache \store... 12783819220 = 12783919220
[] 18M Content Manager OnDemand\User \logins 480337 = 480337
I:l IBM Content Manager OnDemand\UserYogins \non-S5L 47640 = 447640
[] 18M Content Manager OnDemand{JserJogins\SSL 32697 = 32697
[] 18M Content Manager OnDemand\User jogoffs 480240 = 480240
El IBM Content Manager OnDemand\User\queries 569653 >= 10000 Yes
(] 18M Content Manager OnDemand\User\queries'hits 11956940049 = 11956940049
["118M Content Manager OnDemand\User retrieves 106005 = 106005 s
Comparison Test:
|IBM Content Manager OnDemand\User\queries >= | |10000 ]
[ Output Metric
o llEll'%CMOD.Queries - ]
Description
Select what to test and spedfy required settings.
Total Tests Completed: 0
< Back Next = Close

Figure 5: IBM CMOD Multiplatforms Listener Counters

The pre-packaged CMOD Multiplatforms metrics enable the quick configuration of robust metric
definitions using a wizard-based approach. By using the metric manager, metrics are easy to create

saving time and money. The out-of-the-box metrics comparisons include:

e Maximum or Minimum
e Numeric Range

e Percentage Change

e Average

e Dynamic Thresholds from Machine Learning Forecast
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e Number of Occurrences

e LastN Times

e Visual Basic (VB) .NET expressions
Once defined and initiated, the CMOD Multiplatforms monitors will evaluate metric thresholds and send a
notification if a threshold violation occurs. The evaluation results are stored in a metrics database and

presented to users via online web reporting.

Metric - IBM.CMOD.QueryHits X

Metric Evaluations  values

N4 X
Failure Status "
Warning v
Error Message
' Metric <%=MetricName%> failed with a value of <%=MetricValue%> . W
[] schedule

[[] Attribute Filter

[[] Test Expression

[] Test Min Value

[] Test Max Value

[[] Test Dynamic Threshold Min Value
[/] Test Dynamic Threshold Max Value

Use Global Percentage Allow Percentage Above 0 .
[] Test Average Value 0.000 el = minute(s)

[] Test Change In Value
[[] Test Occurrences
[[] Test Last N times

L JE T

Test Dynamic Threshold Min Value
If set, the Evaluation will fail if the Metric value is less than the dynamic threshold minimum value.

(o] s

Figure 6: IBM CMOD Multiplatforms Metric Evaluation Definition
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2.3 IBM CMOD User Analytics

Beyond operating KPI's, Reveille dashboards have out of the box visuals for understanding IBM CMOD
applications user activity and user behavior. Reveille gathers this information using patented collectors to

provide the following:

e Continuously observe the actual based user experience from your IBM CMOD investments.

« Communicate user activity and user adoption information through dashboards, reports and
notification processes.

o Rapidly identify user response time service level issues.

o Detect suspicious or abnormal user behavior indicating a possible content access breach from

insider threats.

 Reduce mean time to threat detection and time to respond with leading endpoint detection
solution integration options such as OpenText EnCase Endpoint Security or Microsoft Defender

for Endpoint.

Content Application Security

IBM CMOD Visuals v

Q

Web Client Access

Successful Transactions (&) Failed Transactions OB Suspicious Logins (o) : ]
L] 50 100 150 200 250 300 350 L] 5 10 15 20 25 30 0 5 10 15 20 25 30
Same user different IP address @ Different users same IP address @B Documents Accessed by User OB

e

Figure 7: IBM CMOD Multiplatforms Application Security Dashboard
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Applications / Application Detalls IBM Content Manager OnDemand v

Transaction Al O View: Al -
1 lfo
Users @ TimeSpan Last 30 minutes v
Al Transactions.
Reposttoryld T Download Document Q -
O Expon Properties
Server P O iogi B ServerPort
0 Logout
Ti P lie Por
i Open Document @ Client Port
O search
Erors
oK
Al for All Users All Repositorylds since 2/12/2022 3:08 PM
Sorted by Start Time Descending
iewing Page |1 Rows per Page] 10 v
Client Por P Durat Transaction Custom Flelds :
Stoberts 19216809 50468 127001 9080 0036 Logout CMODIO1
Search:
Report Date BETWEEN 1998-08-27T00:00:00.000 2018-09-27T
00:00:00.000:User Name LIKE :Job Name LIKE :Customer N
Westes 192168.010 50481 127001 9080 0372 Search CMODIO1 et fams ob Mame ustomer Ham
& LIKE ;Post Thru Date BETWEEN ;Holds EQUAL ;Full Text Searc
n EQUAL
Results: 1
Gbrown 19216802 59468 127001 9080 0036 Logout CMODIOY
Jsmith 19216805 50468 127001 9080 0036 Logout CMODIO!
Data:
Report Date:09/27/18 User Name:PSADMIN Job Name:DUMMY
Sroberts 19216809 59468 127001 9080 0.008 Export Properties. CMODIOY
Customer Name:DUMMY Post Thru Date:092718 Doc Size:2406
186 Pages:0 Load Date:2018-09-27 00:00:00
Hiohnson 19216803 50468 127001 9080 0036 Logout CMODIO1

Figure 8: IBM CMOD Multiplatforms IBM Content Navigator User Activity Details

Applications | Application Details IBM Content Manager OnDemand REST v

B Transacton Al G View Al v
T efo
8 users L n [ TimeSpan Last 30 minutes v
Al Transactions
I CMODPooiName T a .
Delete Document
= " List Folder Details B ServerPort
O ustFolders
o ClenP O Rt Document §  ClientPont
R Search Folder [
Search Folder SOL
Update Document I for All Users All since 2/12/2022 3:09 PM
oK Sorted by Start Time Descending
iewing Page |1 | > Rows per Page{10 ~
RESTUserSecure 192168.010 59856 100619 2080 o158 List Folder Details cmodpoolsecure ) .
Description: Reveille Folder
Folder: BEB
ApplicationGroup: BEB
RESTUserSecure 19216802 59856 100619 9080 0154 Search Folder SQL emodpoolsecure SQLGuery: where Cname Like "%CAFEX
StartDote: 1994.01.01
EndDate: 2020.08:1
His: 1
Folder: ReveilleFolder
DociD:
¥26085ROILKeSlkgSd3mxOgEMW]THeZipYLISILSoxeviptZeLht3
RESTUserSecure 19216802 59856 100619 9080 0096 Delete Document emodpoolsecure @5d3mxOgEIW|THr2ZfpYLISILSnevip
NOV+2sDICIFheg T Mg MS HISAIOGBIMLBTS6ICPhagkAGuUp
NoMiaE 2 ONUMWITUBIS.
WLIZUUWGEOp9.HWqug09dg PFS.Jgis 2TkMV
Folder: ReveilleFolder
FieldName: Doc Name
RESTUserSecure 19216802 59856 1005619 2080 0092 Search Folder cmodpoalsecure Operator: Equals
Values: “Reveille Test”
Hits: 1
Folder: RevedleFolder
FieldName: Doc Name
FieldValue: Reveille Test2
DodD:
RESTUserSecure 19216802 59856 100619 2080 0095 Update Document cmodpoolsecure
Y26085ROILKeSIkgSd3mxOgEW]THrZ B LISILSoxevipIZeLnt3

Figure 9: IBM CMOD Multiplatforms REST App Activity Details
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Applications / Application Details: 1BM Content Manager OnDemand ODWEK. v

B Transaction Al - O View Al -

1 pto
4 uses — n [ TimeSpan Last 30 minutes .
All Transactions
@  System Delate Document H Q M
Login Failure
8 severp Login Success
[ [ LogoHf Success
3 Cllent O oy
P Repart Load Failure. —
Repart Load Success
Retrieve Document
- eve Documen Al Transactions far All Users All Systems since 2/12/2022 310 PM
Search
- Sorted by Start Time Descending
Updats Document
iewing Poge |1 | > ok Rows per Page(10 ~
JS— ‘
Logld: 1621927731
+ 21212022 15:40:43.467 Madams Update Document 18M CMOD
AppGroup: Reveille
Logle: 1621927731
AppGroup: Reveille
+ 21212022 15:40:43343 Bhelly 00 Retrieve Document 18M CMOD Application: Reveille
NodeName: -CACHE.
Size: 190443
Logid: 1621927731
AppGroup: Reveille
+ 21212022 15:40:43.063 Madams 00 Retrieve Document 18M CMOD Application: Reweille
NodeName: -CACHE-
Size: 190443
Logid: 1621927731
1 21212022 15:40:42 813 Bhelly 0o Search IBM CMOD :ps:m'p: Bee
it
SOL: where Cname Like "CAFES
Logld: 1621927731
AppGroup: BBE
+ 2122022 15:40:42 813 Blelly Guery 18M CMOD Count. 101
SQL: where Crame Like "SCAFE®
Start: 19940101
Stop: 20200811
Protocols | Message Details |BM DE2 DRDA v (23

1BM DB2 DRDA since 2/2/2022 1159 PM
Sorted by Message Time Descending

\pplicat
210/2022 17:42:52 680 Administrator 192168.0.8:60444 10.0.63.9:51500 51 o 51 0.009 Query SQL

©0  Protocol

Message Data
Mossage Dotails

Data Name  Data Value

Query SET CLIENT WRKSTNNAME 10.0.60.204'
2/10/2022 17:42:52.680 Administrator 192168.0.8:60444 10.063.9:51500 64 [ 64 0009 Quary SOL
Message Data

Data Name  Data Value

Query SELECT COUNT(") FROM TABLE(DB_PARTITIONS() AS T

f 21072022 17:4252 680 Administrator 1921680 8:60444 10.063.9:51500 151 229 380 0009 EXECUTE Guer
1 2110/2022 17:42:61597 192168 0.4:60444 10.063.9:51500 51 o 51 0009 Query SQL

t 2/10/2022 17:42:61.597 192168.0.4:60444 10.063.9:51500 64 o 64 0009 Query SQL

t 2/10/2022 17:42:61.597 192168.0.4:60444 10.063.9:51500 151 229 380 0009 EXECUTE Quer
+ 2/10/2022 17:42:50.900 192168.07:60444 10.063.9:51500 151 229 380 0009 EXECUTE Quer
1 210/2022 17:42:50.900 192168.07:60444 10.0.63.9:51500 5 Qo 51 0.009 Query SQL

f 2/10/2022 17:42:50.900 192.168.07:60444 10.0.63.9:51500 64 0 64 0009 Query SQL

f 2M10/2022 17:42:50.814 Administrator 192168.010:60445 10.0.63.9:51500 1o 0 o 0143 Query SQL

t 2/10/2022 17:42:50.814 Administrator 192168.010:60445 10.063.9:51500 137 il 368 0143 EXECUTE Quer

Figure 10: IBM CMOD DB2 Message Activity
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3 Common Reveille for IBM CMOD Multiplatforms Use

Cases
How can we reduce the amount for manual observation / execution of manual checklists for
monitoring CMOD Multiplatforms?

e Eliminate CMOD Multiplatforms application ‘babysitting’ — observing/tracking/communicating.

e Reduce time for opening incidents with help desk after the fact so incidents are historically

tracked.
How can we know who accessed what document from what CMOD library server and when? How

can we know when abnormal access has taken place?

¢ Reveille captures the actual user activity of who accessed what document during what time
period to assist with audit/compliance/capacity planning reviews and detecting abnormal security

user access patterns.
How can we reduce the MTTR (Mean Time To Resolution) and ‘after the fact’ group problem
determination meetings/conference calls?
o Reveille proactively communicates degrading conditions when they happen, reducing surprise
impacts causing bridge calls that extend manual recovery workflows.
We need to collect of key troubleshooting data during the critical moments after an event is
detected.
* Reveille collects information that is necessary for troubleshooting issues that is often challenging
to obtain manually after the fact.
How can we objectively measure how the CMOD Multiplatforms application environment is
performing? How can we have a baseline?
o Reveille reports are created that answer questions like: How did we do today? This week or
month? How are our KPI's? Examples:
o Dashboard metrics — Query Activity
o Dashboard metrics — Cache Activity

o Dashboard metrics — Text Server Processing
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How can we implement quickly and leverage best practice monitoring?

e Reveille has a large amount of “out of the box” components for CMOD Multiplatforms
e Reveille’s CMOD Multiplatforms monitor template jumpstarts monitor creation
e The Reveille implementation team has deep IBM ECM experience
How can we understand CMOD REST based applications are performing and app adoption?
¢ Reveille dashboard metrics gather baselines of CMOD Multiplatforms REST app operating
performance

o Reveille User Analytics objectively understands CMOD Multiplatforms REST based applications

user transaction volumes, search hit counts, ‘hot’ content, query activity, and response times

How can we plan capacity needs to handle user growth?

e Reveille dashboard metrics gather baselines of CMOD Multiplatforms operating performance

e Reveille User Analytics objectively understands CMOD Multiplatforms user transaction volumes,

search hit counts, ‘hot’ content, query activity, and response times
We need to spend more time on new application delivery and less time on production support in a
constrained resource environment.
o Reveille decreases the amount of time spent supporting the CMOD Multiplatforms as:
o Customers typically see a reduced number of support tickets for CMOD Multiplatforms
o Customers typically see shortened TTR for remaining, legitimate application issues
o Coordination with IBM’s support resources is greatly enhanced

We need a CMOD Multiplatforms specific application monitoring tool that does not require
relearning of CMOD Multiplatforms interfaces, custom ‘integration’ and maintenance, and keeps

pace with CMOD Multiplatforms platform advances.
e Reveille also works ‘out of the box’ with IBM FileNet, IBM Datacap, OpenText Intelligent Capture
and Kofax, and maintains currency with IBM ECM products

o Reveille Software primary focus is content services platform (CSP) or ECM application

management, user analytics, and detecting content access breaches
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4 Summary

Reveille for CMOD Multiplatforms, in conjunction with other Reveille infrastructure wizard tests, deliver
unmatched, comprehensive monitors to track, diagnose, repair, and report the CMOD Multiplatforms-
specific operational exceptions — with CMOD Multiplatforms specific metrics and user behavior visibility.
Reveille’s agentless approach provides controlled capabilities beyond other agent-based techniques
focused just on transaction segment response time. By adding Reveille User Analytics functionality to
extend the Reveille server core, Reveille delivers complete monitoring of the CMOD Multiplatforms user
activity (at the CMOD Multiplatforms application transaction level) and of the CMOD Multiplatforms
platform. Reveille for CMOD Multiplatforms integrates with existing ITOM platforms (such as Splunk) and

incident management systems (such as ServiceNow) to extend your existing IT investments.

Business

1877.897.2579
reveille.sales@reveillesoftware.com
reveillesoftware.com

You
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All other trademarks used herein are the property of their respective owners.
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