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1 Reveille for Microsoft Technical Overview

Reveille monitors supporting SharePoint®, Microsoft 365 (M365) SharePoint Online, SharePoint
Embedded, Azure Blob storage, OneDrive, and M365 Backup is available with Reveille. Reveille for
SharePoint provides over 95 ‘out-of-the-box’ M365-specific tests and more than 90 M365 Dashboard
Metrics. This broad coverage goes beyond common platform-only monitoring to deliver active and
preventive monitoring to avoid ‘red’ level issues for SharePoint content management focused
environments as part of Intelligent Automation solutions. When attention is required, Reveille can send
alert notifications to a Microsoft Teams channel, Azure Sentinel, Azure Log, or Azure Communication
Services. The Reveille platform offers Al machine learning (ML) algorithms to predict dynamic thresholds
for reduced alerts from workload variations. The Reveille platform supports the model context protocol
(MCP) for communication with Al assistants and Al agents. In addition, Reveille for SharePoint gathers
site operating performance, detects abnormal SharePoint user behaviors or access, betters SharePoint
user experience understanding, and provides granular intraday SharePoint threshold-based metrics for
real-time management decision making. The Reveille collector option provides a set of the SharePoint
specific tests suitable for customer on-premises or cloud hypervisor implementations. Reveille
dashboards and reports can be saved directly to a OneDrive folder with a click or as part of scheduled

email distribution.

Reveille for M365 can be extended with Microsoft Power Bl Reveille data connector and reports,
Microsoft Power Automate customer connectors, M365 email access, Teams Workflow notifications, and
Microsoft Azure native services support. Reveille infrastructure wizards cover database (Database
Wizard), REST or web services-based applications, file movement (OneDrive/UNC/FTP/SFTP
directories), and server (PowerShell/WMI/Performance Counters) component testing capabilities. Any
custom ASP.NET based component can be added to a Reveille monitor and leverage all Reveille core

functionality.
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Figure 1: Example Microsoft® SharePoint® Embedded Monitor
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----- @ Check SharePoint Server 'SHFT2013-DEV-01' Services

----- E} Check SharePoint Web Server 'SHPT2013-DEV-01' Free Disk Space

----- @ Check SharePoint Database Server 'SHPT2013-DEV-01' Free Disk Space
----- @ Check SharePoint Application Server 'SHFT2013-DEV-01' Free Disk Space
----- @ Check SharePoint Timer Job Status

----- @ Check SharePoint Server 'SHFT2013-DEV-01" Windows Event Log

----- @ Check SharePoint Health Analyzer 'SHPT2013-DEV-01: 7667 For Errors
----- @ Check SharePoint Server 'SHFT2013-DEV-01" Windows Event Log

E Reveile

E Server Performance

----- @ Check SharePoint Server Average Disk Queue Length

----- @ Check SharePoint Server Disk Percent Idle Time

----- @ Check SharePoint Server Available Memory

----- @ Check SharePoint Server Percent Processor Time

----- @ Check SharePoint Server Reguests Queued

----- @ Check SharePoint Server Requests Rejected

B site Metrics

----- @ Check SharePoint Server Current Page Requests Counts

..... {*) Check Number of Subsites for site '/sites/rs'

----- @ Check Mumber of Lists for site 'fsites/rs/fsub1’, list 'DocLibrary’

----- @ Check Mumber of Document Libraries for site 'fsites/rs/sub1’

----- @ Check Mumber of Files in Document Library for site 'fsites/rsfsub1’

----- @ Check Mumber of File Versions in Document Library for site '/sites/rs/fsub1’
----- @ Check Storage Size for Site Collection 'fsites/rs/sub1’

----- @ Check Storage Size Quota for Site Collection 'fsites/rs/sub1’

----- @ Check Mumber of Folders in Document Library for site 'fsites/rs/sub1’

----- {=) Check Number of Groups for site '/sites/rs/sub1

..... {=) Check Number of Users for site /sites/rs/sub 1’

----- @ Checdk Mumber of Files in Document Library for site 'fsites/rsfsub1’ - Space In Name

E Site Performance

E Site Performance

----- @ Chedk Availability of SharePoint Central Administration Site
----- @ Create Document in SharePoint for site 'fsites/rsfsub1’

----- @ Chedk Out Document from SharePoint for site 'fsites/rsfsub1’
----- @ Retrieve Document from SharePoint for site 'fsites/rsfsub1’
----- @ Chedk In Document in SharePoint for site 'fsites/rsfsub1’

----- @ Delete Document from SharePoint for site 'fsites/rs/sub 1’

----- @ Search SharePoint Site by Keyword for site 'fsites/rsfsub1’

Figure 2: Microsoft SharePoint Monitor Tests
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&) SharePoint® Wizard — O X

Select Component
Connectivity

Verify SharePoint components connectivity.

Platform
Verify SharePoint ability to process work.

Server Performance
Verify SharePoint server performance.

Site Metrics
Verify SharePoint Site operations.

ge
(" Database
‘ ﬁ Verify SharePoint database availability.
.— SiteCollectionMetric
gﬁ Verify SharePoint Site Collection operations.
4| Site Performance

Verify SharePoint Site performance.

3 y FAST Server Metrics
7 w Verify SharePoint FAST server operations.

(#cws CMIS Performance
| m Verify SharePoint CMIS operations.

Description
Select the component to test.
Total Tests Completed: 0

<Bac Cance

Figure 3: Microsoft SharePoint Wizard Component Selection
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1.1 SharePoint ‘Out-of-the-Box’ Individual Component Test Details

1.1.1

Connectivity (SharePoint Servers available)

SharePoint web server(s) can be pinged

SharePoint database server(s) can be pinged

SharePoint application server(s) can be pinged

Platform (SharePoint platform available to process work)
Check SharePoint web front end server(s) services
Check SharePoint database server(s) services

Check SharePoint application server(s) services

Check SharePoint web front end server(s) free disk space
Check SharePoint database server(s) free disk space
Check SharePoint application server(s) free disk space
Check SharePoint Timer Job Status

Check SharePoint Current Health Warnings and Errors
Check SharePoint Windows Event Logs

Database (SharePoint databases health)

Check SharePoint Content Database File Size

Check SharePoint Database Sizes

Check SharePoint Database Backups

Check SharePoint Database is responding to query
Check SQL Server Services

Server Performance (SharePoint Server Performance)
Check SharePoint Server Average Disk Queue Length
Check SharePoint Server Disk Percent Idle time

Check SharePoint Server Available Memory

Check SharePoint Server Percent Processor Time

Check SharePoint Server Requests Queued
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Check SharePoint Server Requests Rejected

Check additional SharePoint Server Performance Counters
Site Metrics (Health Analysis)

Check SharePoint Server Current Page Requests

Check Number of Sub Sites for SharePoint site

Check Number of Lists for a SharePoint site

Check Number of SharePoint Document Libraries

Check Number of Files in SharePoint Document Library
Check Number of File Versions in SharePoint Document Library
Check Number of Folders in SharePoint Document Library
Check SharePoint Site Collection Storage Size

Check SharePoint Site Collection Storage Quota

Check SharePoint Groups

Check SharePoint Users

Farm Metrics (Site Collection Metrics across Farm)
Check all Document Libraries in Site and Sub sites

Check all Document Library Folders in Site and Sub sites
Check all Document Library Files in Site and Sub sites
Site Performance (Site Performance)

Check Availability of SharePoint Site

Check Availability of SharePoint Central Admin Site

Create Document in SharePoint Site

Check Out Document in SharePoint Site

Retrieve Document from SharePoint Site

Check In Document to SharePoint Site

Delete Document from SharePoint Site
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e Search SharePoint Site by Keyword

1.1.8 CMIS Performance (Site Performance using CMIS interface)
e Check SharePoint Site using CMIS

o Create Folder in SharePoint using CMIS

e Create Document in SharePoint using CMIS

e Check Out Document from SharePoint using CMIS

e Retrieve Document Information and Document from SharePoint using CMIS
e Check In Document in SharePoint using CMIS

o Delete Document from SharePoint using CMIS

e Delete Folder from SharePoint using CMIS

e Query SharePoint Site using CMIS
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1.2 SharePoint Embedded ‘Out-of-the-Box’ Individual Component

Test Details

1.2.1 Containers (SharePoint Embedded Containers available and active)

e SharePoint Embedded — get access token
e SharePoint Embedded — create file storage container
e SharePoint Embedded — activate file storage container
e SharePoint Embedded — get file storage container
e SharePoint Embedded - list file storage containers
e SharePoint Embedded — query file storage containers
1.2.2 Folders (SharePoint Embedded available for folder processing)
e SharePoint Embedded — get drive properties
e SharePoint Embedded — add folder
e SharePoint Embedded — update folder
1.2.3 Files (SharePoint Embedded available for item processing)
e SharePoint Embedded — upload file to folder
e SharePoint Embedded — update file in a folder
e SharePoint Embedded — get file from a folder
e SharePoint Embedded — create file preview for file in a folder
e SharePoint Embedded — download file from a folder
e SharePoint Embedded - list items in a folder
e SharePoint Embedded — check out file from a folder
e SharePoint Embedded — check in file from a folder
e SharePoint Embedded - list file versions from a folder
1.2.4 Cleanup (SharePoint Embedded cleanup processing)
e SharePoint Embedded — permanently delete file from a folder
e SharePoint Embedded — permanently delete folder

e SharePoint Embedded — delete file storage container
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e SharePoint Embedded — list deleted file storage containers

e SharePoint Embedded — permanently delete file storage container
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2 Reveille for SharePoint, M365 SharePoint Online, M365
SharePoint Embedded, Azure Blob, and M365 One Drive

with Reveille Collectors

The Reveille Collector is a subsystem that offloads the collection and capture of data from the monitor
wizard and tests. Data is collected either locally or remotely and saved in an xml file that is then used by
the monitor instead of calling the application APIs directly. If the data is collected remotely, then it is sent
to the Reveille Server through web services. The data is compressed and optionally encrypted during the

transfer to the Reveille server. The Reveille Collector:

e Is a cloud friendly (web services communication for push of data to Reveille server, configure
from a Reveille server)

e Uses a small footprint (single Windows service)

e Reduces network latency and log file size impact (Collector located near or at application target)

e Reduced application processing (maintain application login state)

The Collector is designed to support multiple Reveille Servers and each server can have multiple data
sources. A data source defines how to connect to SharePoint Online, SharePoint Embedded, Azure Blob

Storage, or OneDrive.

The Collector runs as a Windows service and starts a process for each data source defined. The data
sources run a collector cycle immediately so a data package will be available and then schedules the next
cycle at a random time. Each cycle from then on will be based on the defined data source interval. The
Reveille collector option provides a subset of the SharePoint specific tests suitable for SharePoint Online.
This reduces security risk as the SharePoint Online access credentials do not need to be provided to a
third-party external monitoring agent. The Reveille collector can operate on the corporate network and still

observe SharePoint Online activity.

Site Metrics: reveillesoftware.sharepoint.com

‘Reveille’ Site Collection Metrics: reveillesoftware.sharepoint.com

I's

Site Performance: reveillesoftware.sharepoint.com

Figure 4: Example M365 SharePoint® Collector Monitor
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=-[2 sharePoint_Online

é--EE CMIS Performance

E:l Check SharePoint Repository for site 'fsites rsfsub1’

E} Create Folder in SharePaint for site 'fsitesrsfsub 1"

E:' Create Document in SharePoint for site 'fsitesrsfsub 1'

E} Ched: COut Document from SharePoint for site 'fsites/rs/sub1’

E] Retrieve Document Information from SharePoint for site 'fsitesrsfsub 1’
E} Retrieve Document from SharePoint for site 'fsitesfrs/zub1'

E:l Chedk In Document to SharePaoint for site 'fsitesrsfsub 1’

@ Delete Document from SharePoint for site 'fsitesrsfsub 1’

E:l Delete Folder from SharePoint for site 'fsitesfrs/sub1’

E} Query SharePaint for site 'fsites/rsfsub 1’

EJ--ES Connectivity

EJ--EE Reveile

=85 Site Metrics

E} Chedk SharePoint Server Current Page Reguests Counts

-{=} Check Number of Subsites for site 'fsites/rs'

@ Check Mumber of Lists for site 'fsites/rsfsub 1, list 'DocLibrary’

E} Ched: Mumber of Document Libraries for site 'fsitesfrsjsub1’

E:' Chedk Mumber of Files in Document Library for site 'fsites/rsfsub 1’
E} Ched: Mumber of File Versions in Document Library for site 'fsites/rs/sub1’
E:l Check Storage Size for Site Collection *fsites/frsfsub 1’

E} Chedk Storage Size Quota for Site Collection 'Jsites/frsfsub1'

E:' Chedk Mumber of Folders in Document Library for site ' fsites)rsfsub1’
E} Ched: Mumber of Groups for site 'fsites/rs/sub1’

E] Check Mumber of Users for site 'fsites/rs/sub1’

E} Ched: Mumber of Files in Document Library for site 'fsites/rsfsub1' - Space In Mame
S Site Performance

@ Check Availability of SharePoint Site *fsites/rsfsub1’

E:l Create Document in SharePoint for site 'fsitesrsfsub 1’

E} Ched: Cut Document from SharePoint for site 'fsitesfrsfsub1’

E:l Retrieve Document from SharePoint for site 'fsitesrsfzub 1’

E:I Check In Document in SharePoint for site 'fsites/rs/subl’

E:l Delete Document from SharePoint for site 'fsitesrsfsub 1’

E} Search SharePoint Site by Keyword for site 'fsitesfrsfsub 1’

m
oo

Figure 5: M365 SharePoint Collector Monitor Tests
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2.1 SharePoint Collector ‘Out-of-the-Box’ Individual Component Test

Details

2.1.1 Site Performance (Site Performance)
e Check Availability of SharePoint Site

e Create Document in SharePoint Site
e Check Out Document in SharePoint Site
¢ Retrieve Document from SharePoint Site
e Check In Document to SharePoint Site
o Delete Document from SharePoint Site
e Search SharePoint Site by Keyword
2.1.2 Site Metrics (Health Analysis)
e Check SharePoint Server Current Page Requests
e Check Number of Sub Sites for SharePoint site
e Check Number of Lists for a SharePoint site
e Check Number of SharePoint Document Libraries
o Check Number of Files in SharePoint Document Library
e  Check Number of File Versions in SharePoint Document Library
e Check Number of Folders in SharePoint Document Library
e Check SharePoint Site Collection Storage Size
e Check SharePoint Site Collection Storage Quota
e Check SharePoint Groups
e Check SharePoint Users
2.1.3 Farm Metrics (Site Collection Metrics across Farm)
e Check all Document Libraries in Site and Sub sites
e Check all Document Library Folders in Site and Sub sites
e Check all Document Library Files in Site and Sub sites

e Search SharePoint Site by Keyword
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2.2 SharePoint Embedded Collector ‘Out-of-the-Box’ Individual

Component Test Details

2.2.1 Containers (SharePoint Embedded Containers available and active)

e SharePoint Embedded — get access token
e SharePoint Embedded — create file storage container
e SharePoint Embedded — activate file storage container
e SharePoint Embedded — get file storage container
e SharePoint Embedded - list file storage containers
e SharePoint Embedded — query file storage containers
2.2.2 Folders (SharePoint Embedded available for folder processing)
e SharePoint Embedded — get drive properties
e SharePoint Embedded — add folder
e SharePoint Embedded — update folder
2.2.3 Files (SharePoint Embedded available for item processing)
e SharePoint Embedded — upload file to folder
e SharePoint Embedded — update file in a folder
e SharePoint Embedded — get file from a folder
e SharePoint Embedded — create file preview for file in a folder
e SharePoint Embedded — download file from a folder
e SharePoint Embedded - list items in a folder
e SharePoint Embedded — check out file from a folder
e SharePoint Embedded — check in file from a folder
e SharePoint Embedded - list file versions from a folder
2.2.4 Cleanup (SharePoint Embedded cleanup processing)
e SharePoint Embedded — permanently delete file from a folder
e SharePoint Embedded — permanently delete folder

e SharePoint Embedded — delete file storage container
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SharePoint Embedded — list deleted file storage containers

SharePoint Embedded — permanently delete file storage container

2.3 OneDrive Monitor

Figure 6: Example M365 OneDrive Monitor

2.31

OneDrive Performance

Create Folder in OneDrive
Upload File to OneDrive
Download File from OneDrive
List File Versions in OneDrive
Delete File in OneDrive
Delete Folder from OneDrive

Search Folders in OneDrive

2.4 Azure Blob Monitor

Reveille Azure Blob Storage

Figure 7: Example Azure Blob Storage Monitor

Reveille©®
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2.4.1 Azure Blob Performance

o Check Azure Blob Storage containers

e Check Azure Blob Storage blobs

e Check Azure Blob Storage put blob

o Check Azure Blob Storage get blob

e Check Azure Blob Storage get blob properties

e Check Azure Blob Storage blob delete

2.5 SharePoint Collector Status

Reveille continuously verifies the remote Reveille Collector system status and alerts if the Reveille

Collector is not operating nor transferring information back to the Reveille server.

Reveille M365 Collectors

Figure 8: Example M365 SharePoint® Collectors Monitor

2.6 SharePoint Collector Groups

[MSSS SharePoinD

London New York Paris Seattle

Figure 9: Example M365 SharePoint Groups

Reveille grouping provides a way to aggregate Reveille Collector Monitors for SharePoint, SharePoint
Embedded, OneDrive, and Azure Blob into logical groups based upon user-defined criteria, such as
geographic location, company, function, and so on. Each business view can then be secured at individual
group levels using Windows Domain security. This feature enhances the communication of application

status and service levels using relevant business semantics or company terminology.
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3 Reveille for M365 Backup

Reveille for M365 Backup verifies M365 backup operation, enablement, and configuration. Reveille will
check for policy status changes and protection removal of high value mailboxes, one drive folders, or
SharePoint sites. Reveille will detect if M365 Backup restores are submitted without prior knowledge and
approval. Reveille for M365 Backup ensures M365 Backup is operating as expected in case of need. This
is key to avoid losses from a ransomware attack that encrypts large swaths of your data, or instances of

an internal accidental or malicious data deletion or overwrite events.

( )
Service

& J

{ )
Policy

B (. J
Reveille

4 =
Protections

L J

{ ™\
Restore

< J

Figure 10: Example M365 Backup Monitor
3.1.1 Service (Operating Status)

e Check Backup Service Status in Tenant

3.1.2 Policy (Policy

e Check Protection Policy Status

3.1.3 Protections
e Check Exchange Online Mailbox Protections
e Check OneDrive Protections
e Check SharePoint Sites Protections

e Check Protection Rules Status
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3.1.4 Restore
e Check Restore Activity

e Check Restore Submitter and Completion Status

Revei I Ie@ TECHNICAL OVERVIEW PAGE 17




4 M365 Dashboard Metrics

The dashboard metric capabilities expand Reveille’s agentless application management into
measurement of intelligent process automation operational key performance indicators (KPI's). The
dashboard functionality includes the ability to track site and server exception thresholds, exposing high
risk areas such as service delivery attainment, operational efficiency, and compliance issues with
Microsoft SharePoint. Additional metrics can be defined and added based on customer requirements. For
companies with business-critical content management applications, the dashboard metric capabilities
allow:

e Tracking SharePoint operating performance, database health, and capacity

e Tracking SharePoint operating exceptions

e Tracking SharePoint site performance

e Tracking SharePoint site activity and use

e Tracking OneDrive performance and activity

e Tracking Azure Blob performance and activity

e Tracking SharePoint Embedded performance

e Tracking SharePoint Embedded operating exceptions

e Tracking M365 status

e Tracking M365 Backup operating exceptions

24 Metric Manager - o X

Use Metric Manager to manage Dashboard Metrics. You can define and edit metric definitions and evaluations.

T [E L2 @ X A | Fiterby Sharepoint L
Name (64) Enabled Date Modified Description ~
| Microsoft.SharePoint. DeleteFile Yes 7/31/2024 10:27:14 AM  SharePoint Delete File Response Time in Seconds
\#] Microsoft.SharePoint. DownloadFile Yes 7/31/2024 10:26:44 AM  SharePoint Download File Response Time in Seconds
|#4] Microsoft.SharePoint. UploadFile: Yes 7/31/2024 10:25:27 AM  SharePoint Upload File Response Time in Seconds.
|24 Microsoft.SharePoint.SiteLogin Yes 7/31/2024 9:30:26 AM SharePoint Site Login Response Time in Seconds
|24 Microsoft.SharePoint.CheckOutfile Yes 7/31/20249:29:56 AM  SharePoint Check Out File Response Time in Seconds
|4 Microsoft.SharePoint.CheckInFile Yes 7/31/20249:29:37 AM  SharePoint Check In File Response Time in Seconds
|24 Microsoft.SharePoint. Embedded PermanentDeleteContainer Yes 7/30/2024 7:58:21 PM  SharePoint Embedded Permanently Delete Container Response Tir
|24 Microsoft.SharePoint. Embedded ListFolderItemsCount Yes 7/30/2024 7:58:09 PM SharePoint Embedded List Folder Items Count
|4 Microsoft.SharePoint.Embedded. ListFolderItems Yes 7/30/2024 7:57:43PM  SharePoint Embedded List Folder Items Response Time in Second:
|4 Microsoft.SharePoint. Embedded . DeleteFolder Yes 7/30/2024 7:57:00 PM SharePoint Embedded Permanently Delete Folder Response Time:
|4 Microsoft.SharePoint. Embedded . DeleteFile Yes 7/30/2024 7:56:31 PM ‘SharePoint Embedded Permanently Delete File Response Time in €
|4 Microsoft.SharePoint. Embedded .CheckInFile Yes. 7/30/2024 7:55:42 PM SharePoint Embedded Check In File Response Time in Seconds

< >

Schedule  Failure Status Description

Warning  Error Message: Metric <%=MetricName%> failed with a value of <%=MetricValue%>

Figure 11: Reveille Metric Manager
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4.1 M365 Dashboard Examples

OneDrive Geo Performance Visuals v

Download File in Seconds 4% | Upload File in Seconds &3

}iM W\ (A‘ / l\ ‘m A “W\‘ ,/’/\‘/\w/“\ﬁl\m H J’ | o®ee .'.: g il e
‘s‘\‘\vl' \ WN %M H‘! I\ WV [ V‘lh" ‘V\ \VN £ T e

g s Rl -y s
| Search Time in Seconds {g} i Delete Filei Seconds {é} :
<N > Page 1 S Rows per Page v
M‘l H‘ A}\ I /\ A ‘J\ M h [ I\ ‘l \ Date Time 49  Seconds  © Location °
A VH [N mM W\ /1 s .
b | \ / ‘,\ | M \H u fl
4 J[ v “ \/ J /J H H ’ VYL/ 8/1412024, 90000 AM 26 Singapore
8/14/2024, 9:00:00 AM 15 Paris
8/14/2024, 8:50:00 AM 27 Singapore
8/14/2024, 850.00 AM 13 Paris
8/14/2024, 8:40:00 AM 30 Singapore
8/14/2024, 8:40:.00 AM 11 Paris

Figure 12: M365 SharePoint Online Dashboard Metrics

Dashboard metrics view can be created for multiple metric combinations. The above example shows a
comparison of document creation/retrieval times in OneDrive for several geographic locations. This

information is helpful for tracking SharePoint operating capacity.

The pre-packaged SharePoint metrics enable the quick configuration of robust metric definitions using a
wizard-based approach. By using wizards, metrics are easy to create, saving time and money. The out-of-
the-box metrics comparisons include:

e Maximum or Minimum

e Numeric Range

e Percentage Change

e Average

e Change in Value

e Dynamic Thresholds from Machine Learning Forecast
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e Number of Occurrences

e LastN Times

o .NET expressions

Once defined and initiated, the SharePoint monitors will evaluate metric thresholds and send a

notification if a threshold violation occurs. The evaluation results are stored in a metrics database and

presented to users via online web reporting.

NEa X

Metric - Microsoft.SharePoint.Embedded ListFolderltemsCount

Metric  Evaluations  values

Failure Status “
Warning v

Error Message

Metric <%=MetricName%> failed with a value of <%=MetricValue%> . 13

[] schedule
[] Attribute Filter
[] Test Expression
[] Test Min Value
[] Test Max Value
[] Test Dynamic Threshold Min Value
[4] Use Global Percentage Allow Percentage Below 0 =]
[] Test Dynamic Threshold Max Value
7] Test Average Value 0.000 =1[p | minute(s)
[[] Test Change In Value

[] Test Occurrences
[] Test Last N times

[ S

Test Average Value
If set, the Evaluation will fail if the average Metric values over the specified time range is greater than the

specified average value.

(o] o

Figure 13: Metric Evaluation Definition
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5 SharePoint/ M365 SharePoint Online / M365 SharePoint
Embedded / Teams / Entra ID / Copilot / M365 OneDrive

with Reveille User Analytics

Beyond operating KPI's, Reveille dashboards have out of the box visuals for understanding SharePoint ,
SharePoint Online, SharePoint Embedded, Teams, Entra ID, Copilot, and OneDrive user activity and user
behavior. This includes Microsoft Teams content access as adding a document to a Teams channel by
default will store the content in SharePoint Online with One Drive as another storage option. Reveille

gathers this information using patented Reveille collectors to provide:

e Continuously observe the actual based user experience from your M365 investments.

o Communicate user activity and user adoption information through dashboards, reports, and

notification processes.
o Rapidly identify user response time service level issues.

o Detect suspicious or abnormal user behavior indicating a possible content access breach from
insider threats.

o Reduce mean time to threat detection and time to respond with leading endpoint detection

solution integration options such as Microsoft Defender for Endpoint (MDE).
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° Reveille Cloud Collector Settings

File  Collector

Help

Microsoft 365 Connection

Connection Name:

| SharePoint Oniine | [ Enabled
Tenant Name: Directory genant) ID:
|reveilesdlware.com | ||

Resource 1D (API Service URL):

|hftps:ﬁrnanage.ofﬁce .com

Azure Active Directory Instance:

(O Public Client

| |Hlps:fﬂo;|'n.nicrosoﬂonine.cmf{0}

(® Corfidential Client

UserName Application (client) 1D
reveille @reveillesoftware com | l

Client Secret:

Workload

[ Microsoft Copilot 4 Microsoft Entra ID [ Microsoft OneDiive  [] Microsoft Teams

(] SharePoint Online (] SharePoint Embedded [~ Threat Investigation

Figure 14: M365 Cloud Collector Configuration
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Content Access ) B &

Application Security Visuals o
SharePoint fo)
Successful Transactions Flol | Documents by Location FOH Document Access Count s OB
Bielly 7_ 16 10020169 | 1 0 100 200 300 400 500 600 700 800
Madams | 15 1
0 2 4 6 B 10 12 14 16 18 20 0 1
Documents Accessed by User FOB Different users same IP address OB Same user different IP address s OB
Sroberts 1 0 1 2 0 1 2
Madams 1
Jbenson 1
Hjohnson 1
0 1
Figure 15: SharePoint User Behavior Dashboard
Applications / Application Details & Y Microsoft SharePoint v S
£ Transaction Al . < View: Al v
ransactions
8 Users B [  TimeSpan Today -
O Add Document
Site 0 Add Folder B Q .
0 Add List
Server IP Server Port
2 sme 0 Cancel CheckOut 2 EmwiE
O Clentp =] Checkin Document O ClientPort
=] CheckOut Document
A Errors O Delete Document
O Delete Folder o
o Ins for All Users All Sites since 8/14/2024 12:00 AM
D=5 Sorted by Start Time Descending
(@] Download Copy
Viewing Page D o mv— Rows per Page{500 -
Start Time o View Access Denied Server IP Server Port Duration  Transaction site Custom Fields
O View Document
8] Workflow Completed Browser: Chrome 98.0.4758.
Home (httpt//shpt2010-  List: Doc Library 1
+ 8/14/2024 23:26:11.307 ] Workflow Postponed 10060183 80 0.448 Checkin Document
oy Document: Readme.tet
0 Workflow Started Size: 30084
OK Browser: Chrome 98.0.4758.
Home (http://shpt2010-  List: Doc Library 1
+ 8/14/2024 23:26:10.697 Jsmith 10.0.20165 80 10.060183 80 0668 Delete Document
oy Document: Readme.txt
Size: 30084
Browser: Chrome 98.0.4758,
Home (http://shpt2010-  List: Doc Library 1
+ 8/14/2024 23:26:10.257 Gbrown 10.0.20162 80 10.060183 80 orm Checkin Document
oy Document: Readme.tet
Size: 30084
Browser: Chrome 98.0.4758.
Home (http://shpt2010-  List: Doc Library 1
+ 8/14/2024 23:26:07.953 Madams 10.0.20168 80 10.060183 80 1022 CheckOut Document
(S of) Document: Readme.txt

Figure 16: SharePoint User Activity Details
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Figure 22: M365 OneDrive User Activity Details

Dashboard data can be displayed in sortable row columns, exported as a spreadsheet xIsx format file , or

saved as a PDF. All dashboard metric views can be scheduled for automatic creation and email

distribution. The Reveille dashboards and reports can be saved directly to a OneDrive folder with a simple

click or as part of scheduled email distribution.
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Figure 23: Save Dashboard to OneDrive Example
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6 Reveille with Teams Workflow

Microsoft Power Automate workflows let you automate repetitive tasks or processes that connect one
or more apps such as Teams. Reveille includes support for Teams Workflow to communicate alert
event and self-healing proactive action confirmation messages to a Teams channel using adaptive
cards. An adaptive card is a customizable card that can contain any combination of text, speech,
images, buttons, and input fields. Reveille provides adaptive card examples that can be updated as

desired to enhance the message content.

Alert Notification

o

Monitor Test Error: "Metric Microsoft.Azure.Blob.PutBlob is
25 seconds, above the 10 seconds threshold for Singapore
location”

Alert Notification

Monitor Name: Azure_Blob
Monitor Resource: Azure Blob Storage

Monitor Test: Check Azure Blob Storage put blob

Check Monitor

G.‘\’

Figure 24: Example Teams Channel Alert Notification
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Proactive Action Message

=

Urgent: Proactive Action Confirmation Requested

Proactive Action: PowerShell - Cycle Windows Services

Monitor Test Error: "The SharePoint Search Service is not
running”

Monitor Name: SharePoint Server
Monitor Resource: Platform

Monitor Test: Check SharePoint Platform Services

Confirm Proactive Action Deny Proactive Action
@

Figure 25: Example Teams Chanel Proactive Action Confirmation
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7 Reveille with Microsoft Power Bl

Reveille provides Microsoft Power Bl trusted data connectors to access the powerful Reveille and
RUA REST APIs. This allows Reveille deep content systems data to be consumed by the Power Bl
data analysis and report creation tools. Reveille provides both trusted signed and unsigned Power Bl
custom connectors. Once the Reveille data is in Power Bl, any Power Bl features can be used. Power
Bl Desktop is a free application one can install on your local computer that lets you connect to,
transform, and visualize your data. With Power Bl Desktop, one can connect to multiple different
sources of data, and combine them (often called modeling) into a data model. This data model lets
one build visuals, and collections of visuals one can share as reports, with others inside the

organization. The Reveille Power Bl data connectors are:

Reveille Dashboard Metrics

Reveille Metric Attributes

Reveille Monitor Availability

Reveille Monitor Incidents

Reveille Monitor Notifications

Reveille Monitor Status

Reveille Operating Status

Reveille User Analytics Application Details
Reveille User Analytics Message Details
Reveille User Analytics Operating Status
Reveille User Analytics Protocol Summary
Reveille User Analytics Users by Application

To call the Reveille REST APIs you will need to know the address of the Reveille Server and use

either OAuth 2.0 for authorization and or direct Windows domain AD for authentication.

ke Home Insert Modeling View Help

GhaRBe D P L 4EE
R o

Cipboand Get Data N
- Reveille: x Al < Visualizations > <
et A v Reveill Dsshboard Metrics S EHNENBEN o
- ther v Reveill Me pEAME@RE &
) e fHTHOOR
oS amE®E
v Revsile Mo EEERPE
v Reveille Mo A0 EEE
Values
Ak data fiekds here
=
Drill through
e Cross report
of O—
Keep ll fiters
On i
Add dril-through fisks here

Figure 26: Microsoft Power Bl Reveille Data Connectors
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Figure 27: Microsoft Power Bl Query Editor with Reveille User Transaction Data

Reveille also provides Power BU report templates use the Power Bl Reveille data connectors to
access Reveille data. The Power Bl report templates (.pbit files) can be used to create custom Power
Bl reports (.pbix files) as shown in the following example.
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8 Reveille and Microsoft Power Automate

The Microsoft Power Platform aligns with the emerging need for hyperautomation, and Microsoft Power
Automate serves as the critical automation service supporting an organization’s push for
hyperautomation. Power Automate and Power Platform can help enterprise architects define an
automation strategy, leverage DigitalOps, and augment their business with Al. See here for more

Microsoft Power Automation information.

Reveille now participates with the Power Automate platform. Reveille provides example Reveille custom
connectors and Cloud Flows for integrating Reveille’s information on content system service levels,
performance, operating health, and user activity. The Reveille custom connectors interface with the
Reveille REST API set.

A Reveille Power Automate custom connector can:

e Invoke any of the 150+ Reveille REST API endpoints
e Connect using basic authentication or OAuth 2 authorization to a Reveille REST endpoint
e Use the REST APl endpoint JSON response in further Cloud Flow processing

Possible Cloud Flow use cases include:

e Verify application status before gathering data in a Power Automate step

e Gathering application service level and performance information as part of an automated
performance management reporting process

e Obtaining repository storage consumption and application transaction volume and user counts
to feed a chargeback analysis

o Feeding content system focused operating health, performance, and activity data for IT KPI flow
process

e Communicating event status as part IT incident management process

e Signaling Reveille to take a recovery action (run a PowerShell script, move files, update
configuration, start a process or service, start a Docker container, etc.) based on a previous
Power Flow step.
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9 Reveille and Microsoft Azure

Reveille has native Azure support for the following Azure services:

o Full Reveille operation with Azure VM

o Reveille collectors in Azure and Reveille servers on premises
¢ Reveille collectors on-premises and Reveille server in Azure
e Monitoring Azure Blob storage performance and availability

¢ Notifications using Azure Communication Services (ACS)

e Support for Azure SQL databases and SQL Managed Instances
e Support for Azure PostgreSQL databases

e  Support for Azure Key Vault

e Publish Reveille metrics to Azure Monitor

¢ Reveille event integration with Azure Sentinel (SIEM)

¢ Reveille event Integration with Azure Log

BRI sl S A
meo W agom |

Windows or Linux  Instances Key Vauit

£l

Se— = ) e internet
Azuwre Sentinel

SQLManaged <oy patabase PostgresQL database  Power Automate

Instance ]

€ = 1] oo 4 =2 .
Azre Microsoft ”

AzureBlob  communication 36?050 - Reveille©

Services

Figure 31: Reveille Azure Services Support
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Figure 34: Azure Sentinel with Reveille Event
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10 Common Reveille for M365 Use Cases

How can we reduce the amount for manual observation / execution of manual checklists for

monitoring SharePoint, SharePoint Online, or SharePoint Embedded?

o Eliminate SharePoint application ‘babysitting’ — observing/tracking/communicating.

e Reduce time for opening incidents with help desk after the fact so incidents are historically

tracked.

How can we know who accessed what document from what SharePoint site and when? How can
we know when abnormal access has taken place? How can we know what is stored in a Teams
channel? Can we do the same for SharePoint, SharePoint Online, SharePoint Embedded, Teams,

and OneDrive

e Reveille captures the actual user activity of who accessed what document during what time
period to assist with audit/compliance/capacity planning reviews and detecting abnormal security

user access patterns.

How can we know M365 Backup is operating as expected and we are not exposed by unknown

configuration updates?

o Reveille actively monitors M365 Backup for policy and protections changes and restore activity.

How can we reduce the MTTR (Mean Time To Resolution) and ‘after the fact’ group problem

determination meetings/conference calls?

o Reveille proactively communicates degrading conditions when they happen, reducing surprise

impacts causing bridge calls that extend manual recovery workflows.

We need to collect key troubleshooting data during the critical moments after an event is detected

and communicate to our Azure management teams.

+ Reveille collects information that is necessary for troubleshooting issues that is often challenging
to obtain manually after the fact. Reveille can send alert notifications via Teams, Sentinel, Azure

Logs, or Azure Communication Services.

How can we objectively measure how the SharePoint application environment is performing? How
can we have a baseline? How can we compare on-premises SharePoint with SharePoint Online and

OneDrive?
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o Revelille reports are created that answer questions like: How did we do today? This week or
month? How are our KPI's? Examples:

o Dashboard metrics — SharePoint Site Activity
o Dashboard metrics — SharePoint Site Performance
o Dashboard metrics — SharePoint User Activity
o Dashboard metrics — OneDrive performance and activity
o Dashboard metrics — Azure Blob performance and activity
o Dashboard metrics — SharePoint Embedded performance
o Dashboard metrics — SharePoint Embedded operating exceptions
o Dashboard metrics — M365 status
o Dashboard metrics — M365 Backup operating exceptions
How can we implement quickly and leverage best practice monitoring?
o Reveille has a large amount of the box” components for M365 applications used with intelligent
process automation solutions
e Reveille’s M365 monitor templates jumpstart monitor creation
e The Reveille implementation team has deep content services experience

How can we plan capacity needs to manage user growth?

¢ Reveille dashboard metrics gather baselines of M365 operating performance

o Reveille User Analytics objectively understands M365 applications user transaction volumes,

search hit counts, ‘hot’ content, query activity, and response times

We need to spend more time on new application delivery and less time on production support in a

constrained resource environment.
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o The Reveille solution decreases the amount of time spent supporting the M365 applications by:
o Customers typically see a reduced number of support tickets for M365 applications
o Customers typically see shortened MTTR for remaining, legitimate application issues
o Coordination with support resources is greatly enhanced

We need an M365 application monitoring tool that does not require relearning of SharePoint API
development, heavy customer ‘integration’ and maintenance, and keeps pace with M365 platform

advances.

o Reveille also works ‘out of the box’ with over 30 intelligent automation platforms such as IBM
FileNet P8, IBM CMOD Multiplatforms, IBM Datacap, OpenText Documentum, OpenText
Intelligent Capture, ABBYY, UiPath, Box, and Tungsten Automation, and maintains currency with
Microsoft M365 products

* Reveille Software’s primary focus is on managing intelligent automation solutions such as those

built with M365 technology components

e Reveille is a member of the Microsoft Content Al Partner Program (CAPP). CAPP supports
strategic Microsoft partners in delivering solutions that transform content management and focus
on advanced M365 solutions, which include Microsoft SharePoint, SharePoint Embedded,

OneDrive, Purview and more — such as Microsoft 365 Backup, and Microsoft 365 Archive
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11 Summary

Reveille for M365, in conjunction with other Reveille wizard tests, deliver unmatched, comprehensive
monitors to track, diagnose, repair, and report the M365 specific operational exceptions — with M365
specific metrics and user behavior visibility. Reveille’s agentless approach provides controlled capabilities
beyond other agent-based techniques focused just on transaction segment response time. By adding
Reveille User Analytics functionality to extend the Reveille core, Reveille delivers complete monitoring of
the M365 user activity (at the SharePoint application transaction level) and of the customer experience
from the customer location. Reveille for M365 integrates with existing ITOM platforms (such as Splunk or
Microsoft Sentinel / Azure Logs) and incident management systems (such as ServiceNow) to extend your

existing IT investments.
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